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SOCI: Change is inevitable

Presenter Notes
Presentation Notes
As michael meontioned – there are existing Olbigation under SOIC, but this will evolve

Consultation Patper
Major Cyber Incidents




SOCI: Change is inevitable

Source 
• 2023-2030 Australian Cyber Security Strategy
• Australian Cyber Security Strategy: Cyber Security 

Legislative Reforms | Consultation Paper

• Increased Requirements to protect data storage systems 
that store business critical data

• Increased Cyber controls as new threats emerge

Greater Internal Controls Required

Greater Power for Minister of 
Home Affairs

Legislation Consolidation

• Introducing ‘last resort consequence’ management 
power for the Minister of Home Affairs to provide 
directions to critical infrastructure entity in event of 
incidents

• Providing a power for the Secretary of Home Affairs or 
the “relevant Commonwealth regulator” to direct a 
critical infrastructure entity to address deficiencies in its 
risk management program

• Consolidating telecommunications security 
requirements under the SOCI Act.

• Simplifying information sharing to make it easier 
for critical infrastructure entities to respond to 
high-risk, time-sensitive incidents

Presenter Notes
Presentation Notes
There are some known changes, and some foresable changes

And they can be categorised into three areas

I want to 
- Understand how to manage these changes (with a few quick examples of how we do this in ReadINow)
- How can we use AI to assist
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Demo of ReadiNow. Please watch the full webinar recording to view.
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BCM Risk Compliance

Audit Incident WHS

Vendor

IT Risk IT Incident

ITDR

DisclosureMateriality
Assessments

Complaints Key Indicators

IT Compliance Metrics

Configurable 
Forms & Screens

Dashboards Analytics Workflow Mobile Role Based 
Security

Document 
Generation

Alerts & 
Notifications

Integrations

+ Any custom Use Case 
Applications

Solutions

Governance, Risk & 
Compliance 

IT/Cyber 
Solutions 

Environment, Social 
& Governance 

Framework 
Specific

CPS230

SOCI

Presenter Notes
Presentation Notes
User experience is key for quick adoption and continuous improvement. Complexity must be replaced with simplicity, with the ability to be infinitely configurable.
To address fast-changing market conditions, ReadiNow has the ability to take app ideas from concept to deployment within hours, CPS230 and Covid are great examples of the need to pivot and change quickly. 
To enhance productivity and team collaboration, IT and business units can now work together on a single No-Code platform to develop end-to-end applications and No-Code apps that easily integrate with new technologies, such as AI and IoT. This power fosters collaboration and helps organizations significantly reduce its costs and move with agility towards real digital transformation.




Governance, Risk 
& Compliance 

IT / Cyber Solutions

Environmental, Social & 
Governance 

Dashboards

Analytics
Workflows

Alerts & 
Notifications

Integrations

Regulatory Compliance
i.e. CPS 230, SOCI

Presenter Notes
Presentation Notes
Typical applications come out of the box with standard set of fields. However, data required by various companies differ, therefore you need to be able to add/remove data capture fields, choose which are mandatory or read-only, set validation, and other settings.
ReadiNow has a drag-and-drop form builder that allows business users to add/remove a range of field types on ANY of the data capture forms.
Not only to add or remove fields from existing forms but the ability to create completely new data sets that relate to your use cases. In ReadiNow, we call these new data sets ‘objects’ , and you have the ability to create new objects to suit any kind of information you wish to capture.
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SOCI: Managing Change 

Critical 
Infrastructure  
Risk Management

Vulnerability 
Management

Critical 
Infrastructure  
Register

Cyber Incident 
Management

Executive Dashboard that covers key 
SOCI metrics including

• Critical Infrastructure Register
• Incident Management
• Vulnerability Management
• Obligation Management
• Notifications
 



Demo of ReadiNow. Please watch the full webinar recording to view.
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Key considerations 
& Implications

Determining 
technology



Understanding AI Types

Generative AI Predictive AI

Audio Generation

Audio to text

Image Generation

Text Generation

Image Recognition

Video Recognition

Predictive Models



Audio Generation

Audio to text

Text Generation

Image Recognition

Video Recognition

Predictive Models• Generation of Risk Descriptions
• Creation of Risk Reports
• Automated report creation for compliance audits.
• Generating policy and procedure drafts based on regulations.
• Creation of regulatory update summaries.
• Drafting risk management strategies.
• Automatic generation of meeting minutes for GRC committee meetings.
• Summarizing risk assessment findings.
• Generation of risk-based scenarios for testing.

• Voice-based alerts for compliance breaches.
• Customized audio instructions for employees during compliance training.
• AI-generated advisories for stakeholders.
• Audio summaries of regulatory changes.
• Voice prompts for guided risk assessments.
• Simulation sounds for risk scenarios.
• Automated voice messages for incident reporting.

• Predicting potential areas of non-compliance.
• Forecasting risk trends.
• Predictive analysis for fraud detection.
• Forecasting regulatory changes based on historical data.
• Modeling potential impacts of risks on organizational objectives.
• Estimating potential financial penalties for non-compliance.

• Scanning documents for confidential information.
• Verifying authenticity of documents during audits.
• Recognition and tagging of GRC-related assets in images.
• Analyzing workplace images for safety or compliance violations.
• Identifying unauthorized printed materials in secure zones.
• Automating the categorization of paper-based records.
• Scanning images for potential cyber threats.

• Transcription of GRC committee meetings.
• Automated transcription of whistleblower recordings.
• Converting recorded interviews during audits into text.
• Documentation of verbal agreements or understandings.

• Monitoring facility videos for compliance with safety 
standards.

• Analyzing behavior patterns for fraud detection.

Understanding AI Types



Implementing AI in SOCI Use Cases

AI Suggestions/Generative

• Suggesting Controls/Risk Treatment Plans

• Suggesting actions to take post incident

• Drafting Risk Reports

• Automated creation for compliance 

audits.

• Summarizing Incident findings.



Implementing AI in SOCI Use Cases

AI Scanning/Pattern Finding

• Automated Vulnerability Scanning

• Pattern recognition in network traffic

• Forensic Analysis for Incident Investigation

• Identifying security configuration 

anomalies

• Risk concentrations

Presenter Notes
Presentation Notes
Network traffic – identifying anlonmies
Forensic Analysis for incident investigation




Implementing AI in SOCI Use Cases

AI Predictive Analytics

• Predictive vulnerability identification

• Risk Trending/Forecasting

• Predictive threat intelligence

• Compliance Risk Analysis

Presenter Notes
Presentation Notes
Predictive Threat Intelligence: AI can analyze data from various sources like dark web forums, hacker chatter, and past incidents to predict which types of attacks are likely to occur. This helps organizations to preemptively strengthen their defenses against expected attack vectors.
Regulatory Compliance Risk: AI can predict areas where an organization may face regulatory compliance issues by analyzing changes in regulatory requirements and aligning them with internal operations. This proactive approach can prevent costly legal penalties and enhance compliance strategies.





Key Considerations & Implications

Security/Data Privacy

Accuracy/Bias

Data Quality

Resources

Process Maturity



QuestionsWebinar: 
SOCI in 2024: 
Leveraging AI to 
Streamline 
Compliance 

Please complete the  
30 second feedback form

Feedback Form





VENDOR MANAGEMENT 

Thanks for joining us!

Learn more about ReadiNow’s 
dedicated SOCI Module:
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